UHdopmaumoHHaa 6e30nacHOCTbD.
O6yuarowmmMmcs

NHdopmMaLMoHHas naMATKa Ans obyuarowmxcs

C KaxkablM ro4oM MOJIOAEXWN B UHTEPHETE CTAHOBUTCSA 60)'IbLIJe, a WKOJIbHUKN OAHU U3 CaMbIX aKTUBHbIX
nosib3oBaTesei PyHeTa. Mexay TeM, MOMMMO OFPOMHOI0 KONNMYecTsa BO3MO)KHOCTel‘;1, MHTEPHET HECET U
I'Ip06J'IeMbI. STa naMaTKa A0/MKHA NoMoYdb Tebe 6e30MacHO HaXoOAUTLCS B CETU.

KoMnblOoTepHble BUPYChbI

KOMMbIOTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMIMbIOTEPHbIX MPOrpaMM, OT/IMUMTENbHON 0COBEHHOCTLIO
KOTOpOW ABNSIETCS CMNOCO6HOCTb K Pa3MHOXEHMIO. B OMONHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEAUTL WK
MOJSTHOCTBIO YHUUTOXWUTb BCE (alifibl U AaHHbIE, MOAKOHTPO/IbHbIE MOJIb30BATENIO, OT UMEHU KOTOPOro
6bina 3anyLleHa 3apaXxéHHas NPorpaMMa, a TakxKe NMoBPeaAnTb UK AaXKE YHUUTOXMUTb OMepPaLMOHHYHO
cucTeMy co BceMM dhaiinamu B LENOM. B 60/bLIMHCTBE C/ly4aeB PacnpoCTPaHSAOTCS BUPYChl Yepes
UHTEpPHET.

MeTozbl 3aLMTbl OT BPeAOHOCHBIX MPOrpaMMm:

1. Micnonb3yit COBpEMEHHbIE OMEePALIMOHHBIE CUCTEMbI, MMEIOLLINE CEPLE3HLIA YPOBEHb 3aLLUWThLI OT
BPEAOHOCHbIX NPOrpaMMm;

2. MocTosIHHO yCTaHaBnMBa natum (UMcpoBbIE 3aM1aTKM, KOTOPbIE aBTOMATUUECKM YCTaHAB/IMBAIOTCS C
Lenblo AopaboTkM NporpaMMbl) U Apyrve 06HOBNEHUS CBOEW ONepaLMOHHON cucTeMbl. CkaumBan nx
TOJbKO C ohMUManbHOro canTa paspabotumka OC. Ecnm cylecTByeT pexxmMm aBTOMaTUYEeCKOro
06HOBNEHMS, BKIIOYM €ro;

3. PaboTalt Ha CBOeM KOMMbIOTEPE MOA NpaBaMy MoJb30BaTeNs, @ HE aAMUHUCTPATOpa. JTO He MO3BONUT
60/bLIMHCTBY BPEAOHOCHBIX MPOrpamMM MHCTaNIMPOBaTLCA HAa TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. cnonb3yi aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHbLIX NMPOU3BOAUTENEN, C aBTOMATUYECKUM
06HOBMIEHNEM 6a3;

5. OrpaHnyb hU3NYECKUit JOCTYN K KOMMbIOTEPY ANS NOCTOPOHHMX JIULL;

6. cnonb3yi BHELWHWE HOCUTENM MHdOPMaLMK, Takue Kak dnewka, Anck unm gain us MHTepHeTa,
TONbKO U3 NMPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbiBaii KOMMNbOTEPHbIE (haiifbl, MOMYYEHHbIE U3 HEHAAEXHBIX UCTOYHUKOB. [axe Te dalsbl,
KOTOpble NpWCan TBOW 3HAKOMbIN. Jlyyllie YTOYHM Y HEro, OTNPaBs/ /N OH Tebe uX.

Cetn WI-FI

Wi-Fi - 3TO He BMA Nepeaayn AaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, Mmapka. Ewe B 1991 roay
HMAepnaHAckas komMnaHus 3apernctpympoana 6peng "WECA", yto 0603Ha4ano cnoBocoyeTaHne
"Wireless Fidelity", koTopbli1 nepeBoanTCa Kak "6ecnpoBoaHast TOYHOCTb".



[lo Hawero BpeMeHu Jolusna Apyras abbpeBmaTypa, KOTopasi SIBASIETCSl Takol e TeXHONormei. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bI/10 AAHO C HAMEKOM Ha CTaHAAPT BbICLLUNIA 3BYKOBON TEXHUKM
Hi-Fi, uTo B nepeBoae 03Ha4aeT "BbiCOKasi TOUHOCTL".

[a, 6ecnnaTHblii MHTEPHET-A0CTYN B Kade, OTENSIX U a3pornopTax SABASETCS OT/IMYHOM BO3MOXXHOCTbIO
BbIXOZa B MHTEPHET. HO MHOrme akcnepTbl CYUTAKOT, YTO 0bleaocTynHble Wi-Fi ceTn He aBnstoTCs
6e30nmacHbIMK.

CoBeTbl N0 6e3onacHocTn paboTe B 06wweaocTynHbIx ceTax Wi-fi:

1. He nepenaBaii CBOIO NNYHYIO MHOpMaLmio Yepes obueaocTtynHblie Wi-Fi ceTu. PaboTtas B HUX,
XenaTeNbHO He BBOAMTb Maposin A0CTYNa, JIOMMHbI U KakKne-To HOMepa;

2. cnonb3yi 1 06HOBNSA aHTUBUPYCHbIE NPOrpaMMbl 1 6paHaMayep. TeM cambiM Tbl 06e30Macullb cebst
OT 3aKauku BMpyCa Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonb3oBaHun Wi-Fi oTkntoumn dyHkumio "O6wwuin goctyn K dainam n npuHtepam". JaHHas
yHKUMS 3aKpbiTa NO YMONYaHUIO, OAHAKO HEKOTOpPbIE MOJSIb30BaTeNM aKTUBMPYIOT eé ans yaobcrea
MCronb3oBaHusi B paboTe nnm y4ebe;

4. He ucnonb3ayi nyénundnbliii WI-FI ansi nepegaym nMYHbIX AaHHbIX, HAaNpUMep Ans Bbixoaa B
coumarnbHble CETU WU B NIEKTPOHHYIO MOYTY;

5. Vinonb3yit ToNbKO 3alluiLeHHOe coeimHeHne Yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca
BBOAM MMeHHO "https://";

6. B MobunbHoM TenedoHe oTkaoun dyHkumio "Moakniodenne k Wi-Fi aBTomMaTuueckun”. He gonyckaii
aBTOMATMYECKOro MoAK/ItoYEHUs YCTpoicTBa K ceTsaM Wi-Fi 6e3 TBoero cornacusi.

CoumanbHbie ceTu

CoumanbHble CETU aKTUBHO BXOASAT B HALLy XW3Hb, MHOTME NIIoAM paboTaloT M XMUBYT TaM MOCTOSIHHO, a B
Facebook y»e 3apeructpupoBaH MUNIMapa YENoBeK, YTO ABNSIETCS OAHON CeAbMOW BCEX XUTenei
nnaHeTbl. MHOrMe Mo/b30BaTe/IN HE MOHUMAIOT, YTO MHDOPMaLMS, pa3MeLLeHHas MU B COLMAlbHbIX
CeTAX, MOXET 6bITb HalieHa M UCMOJb30BaHa KEM YrofHO, B TOM uucrie He 06513aTesibHO C 6/1aruMm
HaMepeHUAMMU.

OcHoBHble coBeTbl No 6€30MacHOCTM B COUMAnbHbIX CETSX:
1. OrpaHnyb cnucok apysei. Y 1ebsi B Apy3bsx He AO/KHO OblTb ClydaiiHbIX U HE3HAKOMbIX Nlofel;

2. 3awyLLaii CBOK YaCTHYHO XU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOErO POXAEHUS U
APYryIo IMYHYIO0 MHDOPMaLMIO. 3M0YMbILLNIEHHUKW MOTYT UCMOJb30BaThb AaXke MHGOPMaLMIO 0 TOM, Kak
Tbl U TBOV POAMTENN MAHUPYETE NPOBECTU KaHUKYJIbI;

3. 3awmiiaii CBOIO penyTauuio - AepXu ee B YACTOTe 1 3afaBali cebe Bonpoc: xoTen 6bl Thl, YTOObI
Apyrue nonb3oBaTeny BUAENN, YTO Thl 3arpyxaellb? Mogymal, npexae YeM 4To-To onybnmkoBaTh,
HanucaTb U 3arpy3nTb;

4. Ecn Tl roBOpULLb C NOABMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3YyI CBOE peasibHoe UMSI U APYryHo
NNYHYIO MHGOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. U36erait pasmelleHnst doTorpacuii B IHTEpHETE, rae Thl M306paXKeH Ha MECTHOCTM, MO KOTOPOW
MOXXHO OMpeaennTb TBOE MECTOMONOXKEHUE;



6. Mpwv perncTpaummn B coLmasibHOM CETU HEOBXOAMMO MCMONb30BaTb CIOXKHbIE NMAposM, COCTOsILME U3
6yKB M UMMDP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ansa coumanbHOWM CETH, NOYTbI U APYrMX CalToB HEOOXOAMMO MCMOMb30BaTh pasHble naponu. Toraa
ecnun Tebs B3NOMatoT, TO 3/10YMbILUIEHHMKM NOJTyYaT AOCTYN TOSIbKO K OAHOMY MECTY, @ He BO BCe Cpasy.

INIEeKTPOHHbIE AeHbI'N

NEKTPOHHbIE AEHbIM - 3TO OYeHb YA06HbIN CNOCO6 NaTEXeN, OAHAKO CYLLECTBYIOT MOLUEHHMKMY,
KOTOpbIe XOTSAT MOMYYUTb 3TN AEHBIN.

DNEeKTPOHHbIE AEHBIMM NOSBUINCE COBCEM HEJABHO M MMEHHO M3-3a 3TOr0 BO MHOIMMX rocyAapcrBax A0 CUX
nop HE NponncaHo Npo HKUX B 3aKOHax.

B Poccum e oHM hyHKLMOHUPYIOT M O HUX Y)Ke MPOMUCaHo B 3aKOHE, rae UX pasaensioT Ha HECKOJbKO
BMOB - aHOHUMHbIE N HE @HOHMMHbIE. Pa3HuUa B TOM, UTO @aHOHWMMHbIE - 3TO T€, B KOTOPbIX pa3peLLaeTcs
NpoBOAWTb orepaumn 6e3 naeHTUdUKaLunmM Nonb3oBaTeNs, a B HEAaHOHUMHBIX MAEeHTUdUKaUmn
nosib30BaTeNs ABNsAeTcs 0693aTeNbHON.

Takke cneflyeT pasnmuaTb 3NEeKTPOHHbIE UATHbIE AeHbMM (PaBHbI FOCYIapCTBEHHbIM BastoTaM) U
3NEKTPOHHbIE HedmaTHble AeHbrN (He paBHbl rOCYAAPCTBEHHLIM BanoTaMm).

OCHOBHbIE COBETHI Mo 6e30MacHon paboTe C 3NEeKTPOHHBIMIU A€HbraMu:

1. MpuBsXKM K cYETY MOBUITbHBIN TeNedoH. 3TO caMblli YAO6HbIN U BbICTPbIN CNocob BOCCTAHOBUTb
[OCTYN K cyeTy. MpuBsizaHHbIN TenechoH NOMOXET, eCnu 3abyaellb CBOM NNaTEXHbIN Naposib UK
3aiaellb Ha CalT C HE3HAKOMOro YCTPOMCTBa;

2. Vicnonb3yii oaHopa3oBble Naponu. Mocne nepexoaa Ha yCUeHHyo aBTopusaumio Tebe yxe He byaet
YrpoXaTb OMacHOCTb KpaXv UK NepexsBaTa MNaTeXHOro napons;

3. Bbibepy CroXxHbIi naponb. MNpecTynHukam 6yaeT He NPOoCTO yraaaTh C/IOXKHbIV Naposb. HaaexHble
naponu - 3To Naponn, KOTopble CoaepXXaT He MeHee 8 3HaKOB M BKJIOYAlOT B cebs1 CTPOYHbIE 1
NpOMu1cHble 6yKBbI, UM@PbI 1 HECKOMBKO CMMBOJIOB, TakMe Kak 3HaK Aosnapa, hyHTa, BOCKIMLATENbHBbI
3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAWM CBOM JINYHbIE AaHHbIE Ha ca17|Tax, KOTOpPbIM He AoBepseLlb.

JNIeKTPOHHAaA nouTta

DNEKTPOHHas MoYTa - 3TO TEXHOMOMNS U NPEAOCTaBSIEMbIE €10 YC/TYTU MO NMEPECHISIKE U MOYUYEHNIO
3NEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacnpeaenstoTcs B KOMMbOTEPHOW ceTU. OBbIYHO 3/IEKTPOHHbIN
MOYTOBBIV AWK BbIFISAUT CreayoLmuM 06pasoM; UMS_Mosb30BaTeNs@uMs_AoMeHa. Takoke KpoMe

nepeayn NpocToro TeKCTa, MMEETCss BO3MOXHOCTb nepeaBaTh daiinbl.

OcHoBHble coBeThl N0 6e30MacHoi paboTe C 31EeKTPOHHON MOYTON:

1. Hago BbI6paTh NpaBusIbHbIN NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OFPOMHbIN BbIGOP 6ECNNaTHBIX
MOYTOBbIX CEPBUCOB, OAHAKO NyYLLE [0BEPSATL TEM, KOO 3HaELLb U KTO NEPBbIN B PENTUHTE;

2. He yka3sblBaii B IMYHOM NOYTe NIMYHYIO MHdOopMaumio. Hanpumep, nydiue BbibpaTb
"My3blkanbHbIN_thaHaT@" nnm "pok2013" BMecTo "Temal3";



3. Wicnonb3yi AByXxaTanHyo aBTopu3aLmio. ITO Koraa NOMUMO Maponsi Hy)KHO BBOAWTb KOZ,
npucbinaembivi no SMS;

4. Bblbepu CnoXxHbIvi Naposib. J1s KaKaoro NoYTOBOro siLMKa A0HKEH ObiTb CBOM HAAEXHbIN,
YCTONYMBBLIN K B3/IOMY NMaporib;

5. EC/iM ecTb BO3MOXHOCTb HanuWcaTb CaMOMy CBOM JIMYHbIW BOMPOC, UCMOMb3YI 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKOMBbKO MOYTOBbIX ALMKOB. [epBbIN A1 YacTHOW NEPENUCKU C aapecaTaMu, KOTOPbIM
Tbl OBEPSiELb. ITO 3/IEKTPOHHbIV aipec He HaAo MCMOoJb30BaTb NPU perncTpaummn Ha dhopyMax u caiTax;

7. He oTkpbiBali daiinbl U Apyrue BOXEHUS B NMUCbMax AaXKe eC/N OHU NPULLIIK OT TBOUX Apy3eit. Jlydlue
YTOYHM Y HUX, OTMPAB/ISNIM M OHU Tebe 3Tu dhalisbl;

8. MNocne oKoHYaHMs paboThbl Ha MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKIaAKM C CAUTOM He 3abyab
HaXkaTb Ha "BbinTn".

KnbepbynnmHr wnav BupTyasibHOE U3feBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLeHnsiMK1, coaepXalimmm ockopbneHns, arpeccuto, 3anyrmBaHue;
XYJIMraHCTBO; coumMasibHoe 60MKOTMPOBaHME C MOMOLLBIO Pa3fIMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 60pbbe ¢ knbepbynnnHrom:

1. He 6pocaiicsa B 60M. Jlydwumii cnocob: NocoBeToBaThCs Kak cebsi BECTU U, EC/IM HET TOrO, K KOMY
MOXHO 06paTUTbCS, TO BHaYase yCnokouTbCcsl. ECM Tbl HAUYHELb OTBEYaTb OCKOPOEHMSIMI Ha
OCKOp6eHUs], TO TONbKO elle 6onblue pa3oxoKeLlb KOHMINKT;

2. YnpaBnsii cBoei knbeppenyTaumei;
3. AHOHUMMHOCTb B CeTU MHMMas. CyLLeCTBYIOT CNOCO6bI BbISSICHUTb, KTO CTOMT 3@ @aHOHWMHBIM aKKayHTOM;

4. He cTOUT BECTU XyNUraHCKWi 06pa3 BUPTYanbHOM XU3HU. NHTEPHET UKCUPYET BCe TBOM AEUCTBUS U
COXpaHSEeT UX. YAANUTb Ux ByaeT KpalHe 3aTpyaAHUTENbHO;

5. Cobntofaii CBOM BMPTYasibHYO YECTb CMOSIOAY;

6. rHopupyi eanHUYHbI HeraTve. OHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NTyYlle UFTHOPUPOBATD.
O6bIYHO arpeccust MpeKpaLLaeTcs Ha HavasibHOM CTaauu;

7. BaH arpeccopa. B nporpamMmMax o6MeHa MrHOBEHHbLIMU COOBLLIEHMSIMU, B COLIMAsbHBIX CETAX €CTb
BO3MOXXHOCTb 6JIOKMPOBKM OTNPaBKM COOBLLEHNI C ONpeaeneHHbIX aApecos;

8. Ecnu Tbl cBuaeTenb knbepbynimHra. TBou AeiCTBUS: BbICTYNUTb NPOTMB NpecriefoBaTess, nokasaTb
€My, YTO ero AeiCTBUSI OLEHUBAIOTCA HEraTUBHO, MOAAEPXKATh XEPTBY, KOTOPOW HyXXHa
ncuxosormyeckasi NoOMoLLb, COO6LMTL B3pOC/bIM O (hakTe arpeccMBHOIO MOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapThOHbI M MMaHLWETLI coaepXaT B cebe BMosHe B3poC/blii yHKLUMOHAN, U TENEPb OHU
MOryT KOHKYPUPOBATb CO CTaLMOHApHbIMU KoMMbloTepam. OaHaKo, CPeACTB 3alMThl ANs NoAobHbIX



YCTPOWCTB MOKa O4YeHb Masno. TeCTMPOBaHWE M MOUCK YSI3BUMOCTEN B HUX NMPOUCXOAUT He TaK
MHTEHCKBHO, Kak Ans MK, To ke caMoe KacaeTcs M MOBUJIbHbIX MPUSTOXKEHWIA.

CoBpeMeHHble MObUbHbIE 6pay3epbl Y)Ke NPaKTUYECKN JOTHAMM HAaCTOJbHbIE aHasIor1, OAHAKO
paclupeHmne dyHKLUMOHaNa BeYeT 3a coboi 60MbLLYIO CNOXHOCTb M MEHbLLYIO 3aLLULLEHHOCTb.

[laneko He BCe NPOU3BOAWTENM BbiNyCKaloT OBHOBIEHNS, 3aKPbIBAOLME KPUTUYECKME YSI3BUMOCTY AJ1s1
CBOMX YCTPOWCTB.

OcHOBHbIe COBETHI A5 6e30nacHOCTN MObuNbHOro TenedoHa:

1. Huuero He aBnseTcs no-HacrosieMy 6ecnnaTHbiM. Byab OCTOpOXeH, BeAb Koraa Tebe npeanaraioT
6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKPbITbI KAaKME-TO MnaTHbIE YCIyru;

2. Oymaii, npexae Yem otnpaBuTb SMS, ¢oTo unu Buaeo. Tbl TOYHO 3HaELLb, FAe OHM ByAyT B KOHEYHOM
utore?

3. Heobxoammo 06HOBNSTL ONEPaLMOHHYO CUCTEMY TBOEMO CMapTdOoHa;
4. cnonb3yi aHTUBUPYCHbIE MPOrPaMMbl ANt MOBUIbHBIX TENEdOHOB;

5. He 3arpyxaii NpunoxeHust 0T HEU3BECTHOrO UCTOYHMKA, BeAb OHWM MOrYT COAEPXaTb BPEAOHOCHOE
nporpamMMHoe obecneyeHue;

6. Mocne Toro Kak Tbl BblMAELb C CainTa, rae BBOAW NYHYIO MHGOPMaUMIo, 3aian B HAaCTPOVKK
6pay3epa 1 yganu cookies;

7. Mepuoanyecky NpoBepsii Kakve nnaTHble YCyrv akTUBUPOBaHbl HA TBOEM HOMEPE;
8. [laBaii cBo HOMep MOBMIIbHOrO TenedoHa TOMbKO JI0ASM, KOTOPbIX Tbl 3HAELLb U KOMY AOBEpPSIELLb;

9. Bluetooth gomkeH 6bITb BbIK/OUYEH, KOrAa Thl UM He NoMb3yellbcst. He 3abbiBali MHOrAa NpoBepsiTh
3To.

Online urpsl

CoBpeMeHHble OHNalNH-Urpbl - 3TO KPacoYHbIe, 3aXBaTblBaloOLWMe pa3BieyeHns, 06beAMHSOWMNE COTHM
ThICAY YEN0BEK NO BCEMY MUPY. MFPOKM UCCreayoT AaHHbIA UM MUP, 0BLLAKTCS APYr C APYroM,
BbIMOSHAIOT 3aZj@aHusl, CpaXkatoTcs C MOHCTPaMM M NMOyYatkoT OnbIT. 3a YAOBOMLCTBME OHU MAATAT:
MOKyMatoT ANCK, OMauMBalOT abOHEMEHT WM NPUOBPETALOT KaKmne-To onuumm.

Bce 3Tv cpeacTBa mayT Ha nNoaAep)KaHUe U pasBUTME Upbl, @ Takxke Ha camMy 6€30MacHOCTb:
COBEPLLUEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMM, BbIMYyCKaOTCA HOBblE NaTuu (UMdpoBbIe 3annaTku Ans
nporpamMMm), 3aKpbIBaOTCS YS3BUMOCTU CEPBEPOB.

B nopo6HbIx nrpax CTouT onacatbCA HE CTO/IbKO CBOMX CONEPHUKOB, CKOJIbKO KpaXX1 TBOEro napond, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPWU3aUumn 60MbLUMHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEro UrpoBOro akkayHTa.

1. Ecnun apyroi nrpok Beget cebst Mnoxo Uan co3gaeT Tebe HeMpUSITHOCTU, 3abn0oKMUpYI ero B Crincke
UIPOKOB;



2. Moxanyics aAMMHUCTpaTOpaM Urpbl Ha MI0X0e NOBEAEHME 3TOrO UIPOKa, XXENATENbHO NPUIOXUTb
KaKue-TO [AoKa3aTe/bCTBa B BUAE CKPUHOB;

3. He ykasbiBail TMYHYt0 MHbOpMaLMio B npodaiine urpsbl;
4. YBaxxall Apyrnx y4acTHVUKOB MO Urpe;

5. He ycTaHaBnvBai HeobvumManbHble NaTtyuv U MOAbI;

6. icnonb3yi cnoXHbIe U pa3Hble Naposnu;

7. [axe BO BPEMS Urpbl HE CTOUT OTK/IH0UATh aHTUBMPYC. MOKa Thl Urpaelllb, TBOM KOMMbIOTEP MOTYT
3apasuTh.

OULLMHI UM KpaXXa JIMYHbIX AAaHHbIX

O6bIYHOM KpaXKel AeHEr U OKYMEHTOB CErofiHs Y)Ke HUKOMO He YAUBWULIb, HO C pa3BUTMEM UHTEPHET-
TEXHOJOIMIN 3/T0YMBbILLNIEHHUKN NEPEMECTUIIUCE B MHTEPHET, 1 NPOAOIKAIOT 3aHUMaThbCs "NtobUMbIM"
[leoM.

Tak nosiBMIacb HOBasi yrpo3a: MHTEPHET-MOLWEHHNYECTBA UM (DULLWHT, FMaBHAs LeSlb KOTOPOro COCTOUT
B NMOJly4EHUMN KOH(DVI,El,eHLI,VIaJ'IbeIX OaHHbIX nosib3oBaTesnien - OrmMHoB U I'I&pO)'IGVI. Ha aHrnuinckom asbike
phishing unTtaetca kak guwuHr (ot fishing - peibHas noens, password - naposb).

OcHoBHbIe coBeTbl No 60pbbe € PULLNHIOM:

1. Cneam 3a CBOMM aKKayHTOM. EC/in Tbl NOZA0O3pEBaELLb, YTO TBOS aHKETa 6bila B3/10MaHa, TO
HeobxoaMMo 3a6/I0KMPOBaThb €€ M COOBLMTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yi 6e3onacHble Be6-caiiThl, B TOM YUCIE, MHTEPHET-MArasmHOB U NOMCKOBLIX CUCTEM;

3. Vicnonb3yit CNoXHbIE U pasHble Naponu. TakuM 06pasoM, ecnn Tebs B3/IOMAIOT, TO 3/10YMbILLIEHHUKM
noslyyaT AOCTYN TOMbKO K OAHOMY TBOEMY MPOdU0 B CETU, @ HE KO BCEM;

4. Ecnv Tebs B3noManu, To HeobxoanMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble 406aBfeHbl Y
Tebs B Apy3bsiX, O TOM, UTO TebS B3/IOMaNU 1, BO3MOXHO, OT TBOErO MMeHW ByaeT pacchinaThes CnaM u
CCbINIKM Ha (PULLMHIOBbIE CalTbl;

5. YcTaHoBM HagexHbIl naponb (PIN) Ha MOBUIbHLIM TenedoH;
6. OTKNOUM coxpaHeHune napons B 6paysepe;

7. He oTKpbiBaii dhalifibl 1 Apyrve BAOXKEHUS B NMUCbMax AaXKe €CNM OHW NPULLAW OT TBOUX ApYy3el. Jlydlue
YTOUYHW Y HUX, OTMPaBSAN M OHKU Tebe 3Tu dalinbl.

LiucdpoBasa penytaums

Lndposas penyTaums - 3TO HeraTMBHas UM NO3UTMBHas MHGopMauns B cetu o Tebe.
KomnpomeTtupytowas nHbopmaums pasMelleHHas B UHTEPHETE MOXET Cepbe3HbIM 06pa3oM OTpasuTLCS
Ha TBOEeW peanbHON Xu3HW. "LindpoBast penyTaums” - 3TO TBOW MMMOK, KOTOPLIN hopMmpyeTcs 13
nHdopmMauum o Tebe B MHTEpPHETE.



TBOE MECTO XMTENbCTBA, Y4ebbl, TBOE (DMHAHCOBOE MOMIOXXEHWE, OCOBEHHOCTU XapaKTepa M pacckasbl O
6/IM3KMX - BCE 3TO HaKam/IMBAETCA B CETU.

MHorvie noApOCTKM JIErKOMbICTIEHHO OTHOCATCA K Ny6MKaUUM IMYHOM MHGOpMaumun B MIHTepHeTe, He
MOHMMas BO3MOXHbIX NMOCNIEACTBUIA. Thbl laXe HE CMOXKELLb 0rafaThCs O TOM, YTo doTorpadus,
pa3MelleHHas 5 NeT Ha3ag, cTana NpuYMHON OTKasa NpUHSATL Tebs Ha paboTy.

KoMMeHTapuu, pasMelleHne TBoux (oTorpaduii 1 apyrue AENCTBUS MOTYT HE UCUYE3HYTb Aaxe nocsne
TOro, KaKk Tbl UX yAanuilb. Tbl HE 3HaELLb, KTO COXpPaHMN 3Ty MHGOpPMaLKMIo, Nornana v OHa B NMOUCKOBbIE
CUCTEMbI M COXPaHMIIAch NM OHa, a rMTaBHOE: YTO MoAyMaloT O Tebe OKpYXKaoLLEee AN, KOTOpble HakayT
W yBUAOAT 3T0. HaliTy uHdopMaLmio MHOMO NIET CNYCTS CMOXET JII060M - Kak 13 106pbix NobyXAeHWI, TakK
N C HAMEPEHMEM NPUYNHUTL Bped. ITO MOXKET BbITb KTO YroAHO.

OCHOBHbIE COBETbI MO 3alyuTe LUMhpPOBOI penyTaumm:
1. Moaymaii, npexzae YeM 4YTo-To Ny6nmMKoBaTb M NepefaBaTh y cebsi B 6510re unm B coLManbHOM CETH;

2. B HacTpoiikax npoduns ycTaHOBM OrpaHUYEHUst Ha NMPOCMOTP TBOEro Npodusis 1 ero CoAepPXXMMoro,
caenan ero Tonbko "ans apysen';

3. He pa3meLlait 1 He ykasbiBaii MHGOPMaLMIO, KOTopasi MOXET KOro-inbo ockopbnsiTe Uin obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LIKOMbHUKM - akTUBHbIE NOJb30BaTeNn UMbpoBOro NpocTpaHcTea. OfHaKo Aaneko He Bce
3HAIOT, YTO MOJIb30BaHME MHOMMMM BO3MOXHOCTAMM LMpOBOro Mupa TpebyeTt cobniofeHust npas Ha
WHTENNEKTYaNbHYO COBCTBEHHOCTb.

TepMuH "vHTennekTyanbHas CO6CTBEHHOCTL" OTHOCUTCS K Pa3/IMYHbIM TBOPEHUSIM YENTOBEYECKOr0 YMa,
HauMHasi C HOBbIX M306pEeTEHNI U 3HAKOB, 0603HaAYAOLMX COBCTBEHHOCTb Ha NMPOAYKThLI U YCIyrK, U
3aKaH4MBas kKHuramu, dotorpadmsaMmn, KWNHOPUIbMaMU U My3biKasbHbIMWU MPOM3BEAEHNSMM.,

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTE/NEKTyallbHyl0 COBCTBEHHOCTb Ha NMPOU3BEAEHUS! HAYKH,
NUTEPATYPbl U UCKYCCTBA. ABTOPCKME MpaBa BbICTYNalOT B KAYECTBE rapaHTUK TOro, YTo
WHTENNEeKTyanbHbI/TBOPYECKUI TPYA aBTOpa He 6yAeT HanpacHbIM, AacT eMy CripaBeanvBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ysibTaTax CBOEro Tpyaa, NofyyYnTb M3BECTHOCTb M MpuU3HaHWe. HUKTO
6e3 paspelleHns aBTopa HE MOXET BOCTMPOM3BOAUTL Er0 NPOU3BEAEHME, PAcNpOCTPaHsTb, Ny6AMYHO
JAEMOHCTPMPOBAaTh, MPOAaBaTb, MMNOPTUPOBATL, NMycKaTb B NPOKaT, MyBANUYHO UCMONHSATD,
MOKa3bIBaTb/UCMONHATL B 3dMpe UM pasMeLlaTth B MHTepHeTe.

Mcnonb3oBaHue "nnpaTckoro” NporpaMMHOro obecneyeHmns MoXeT NPUBECTU K MHOIMMM pUCKaM: OT
noTepu AaHHbIX K TBOUM akkayHTaM A0 6/10KMPOBKM TBOErO YCTPOWCTBA, IAe YCTaHOBMEHa HeneranibHast
nporpamMMa. He ctouT Takxe 3abbiBaTb, YTO CYLUECTBYIOT flerasibHble U 6ecnnaTHble NporpaMMmbl,
KOTOpblE MOXHO HalTV B CETW.



